Online Safety Guidance for
Parents & Carers
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Generation tablet

* 53% of 3-4 year olds
use a tablet device

* 69% of 5-7 year olds
use a tablet

» 28% of 3-4 year olds &

37% of 5-7 year olds
play games on a tablet

Children and Parents: Media Use
and Attitudes Report Nov 2015



It’s vour privacy!

Settings  Logout

z Account Settings

I IB Privacy Settings

(51 Application Settings
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Custom Privacy

«" Make this visible to

These people: Friends Only

And these networks: [ American

[ social Times, Inc.

Only friends can see this.

Photos Are Private m—




Understanding (lVlAt(lgflﬂm

* [nstagram is a photo and video
(.= ) sharing app

* People can connect with one
another through comments,
captions, emoticons and hashtags on
photos and videos ', |




You control your privacy

* By default posts are public. Set posts to private
so that you have to approve other users before
they see your posts.

Privacy can’t be perfect

* Your profile is public (profile photo, username
and bio). What information should be included?

Location-sharing

* “Add to Photo Map” adds a location to a photo.

Do you really want people to know where it was
taken?



Family Agreements from Childnet




www.internetmatters.org

What are vour children doing online?

Learn more about the activities, technologies and sites they may be visiting
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Social networking Online gaming Apps Guide

What issues could be affecting your children?

Get to grips with what they may come across and how to get help if you need it

BT sky TalkTalk @p{”><-l

BROADBAND
Google b s

Inappropriate content Cyberbullying Online grooming

NETFLIX @iTunes

DEVICES ENTERTAINMENT
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MOBILE

To protect a specific device for your family, click
on the icon and follow our simple step-by-step guide.



Www.net-aware.org.uk

NSPCC
Net Aware)))

Insta

Instagram

Instagram is a picture
and video sharing app
Users can post content
and use hashtags to
share with others
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Facebook

Facebook is a social
network, which lets you
create a page about
yourself

Snapchat

Snapchat is an app that
lets you send a photo or
short video to your
fnends
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YouTube

YouTube is a place to
watch, create and share
videos Videos include
things like music,
animation, online blogs
and TV clips
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Minecraft

Minecraft is a game that
lets you build and
create a virtual world
using building blocks
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Parental Tools %

Parental controls from your home Internet
service provider

Filtering at home

Safe searching options

Parental controls on games consoles
Parental controls on devices



Internet Service Provider (ISP) Filtering

 What parental controls does your ISP provide?
- Big four ISPs; BT, Talk Talk, Virgin & Sky

Protect your
home with
Web Safe

TalkTalk

BT Family Protection HomeSafe
7' McAfee

Look out for this—> fr‘ digital /)
Friendly WiFi




Safer searching

* Uses Google Custom Search with
Safe Search functionality

* Promotes specific educational
keywords



Set SafeSearch on Google

SafeSearch Filters

How much explict sexual content fweb pages, images and videos) should Safezearch filter from your
results?

Lock SafeSearch
Ho filtering Moderate Strict

/ SafeSearch can be
Change SafeSearch locked

filters to strict




YO[I TUhe Restricted Mode

Yﬂu TUI]E iﬂ' Language: English ~ Country: United Kingdom Restricted Mode: Off - H History B Help

Restricted Mode
» Restricted Mode hides videos that may contain inappropriate content flagged by users and other signals. Mo filter is 100% accurate, but it should help you avoid most inappropriate content.
= Your Restricted Mode setting will apply to this browser only.

* Blocks potentially inappropriate content.
* Relies on community flagging

& Like W Add to Share

* Create a playlist of videos for your child



Parental Controls on Games Consoles

* Games consoles can have password protected
parental controls applied

 Works in line with age-rating system to games
(PEGI), DVDs and Blu-rays

Player profiles (games consoles) have privacy
settings

Internet Pa:ental
Settings Controls

Other
L Settlngs )




Parental Controls on ipad/iphone/

ipod Touch

* Enable and adjust

1:43 PM
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I ¢ General  Restrictions
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Restrictions, on your
device to prevent access to
specific features or content

Disable Restrictions

ALLOW:

@ Safari
Camera

L FaceTime

) POSSibIe to reStriCt Certain @ Siri & Dictation
apps, e.g. Safari, FaceTime ©*
& iTu nes @ iTunes Store

L) iBooks Store

 Restrict certain content,
e.g. rated music, videos,
apps & TV shows
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General  Restrictions

@ iTunes Store

o iBooks Store
ﬁ Podcasts

@) Installing Apps
@) Deleting Apps

@) In-App Purchases

ALLOWED CONTENT:

O O0000C

Ratings For United States

Music, Podcasts & iTunes U ...

Movies



Creating profiles on an Androi

Resinclad profile

T
Date usage g‘ Agent Dast

More -
Androd Fide Manager

| Sound + % » Angry Buds

Display BBC Media Player

Storage
Bunny Shooter

Battery

Apps Calculsor
Users Calendar

TSOMNAL

Location access




